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CLAIMS 

What is claimed is: 



1. (ONCE AMENDED) In a computer system, a method for securing 
access to data, comprising: 

generating a first message at a first computer system, said first 
message comprisingunformation corresponding to data, and transmitting said 
first message to a second computer system; 

receiving said first message at said second computer system, and 
generating a key pair comprising an encode key and a decode key for encoding 
and decoding of said dlta; 

generating a second message comprising said encode key, and 
transmitting said second ^nessage to said first computer system; and 

receiving said second message at said first computer system, 
wherein said encode key inlsaid second message is used to encode said data. 



2. (ONCE AMENDED) The method of claim 1 further comprising: 

storing said key pair and said information in said first message in a 
database record. 



3. (ONCE AMENDED) The method of claim 1 further comprising: 
encoding said data using said encode key, and storing said 
encoded data. 
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4. (ONC :E AMENDED) The method of claim 1 wherein said first 



computer system o 



>mprises at least one client computer system and said second 



computer system comprises at least one server computer system. 

5. (ONCE AMENDED) The method of claim 1 wherein said 
generating said first message further comprises: 

generating a one way hash function associated with said data; and 
placing < aid one way hash function, information identifying said 

data, and user information associated with a user of said data at said first 

computer system in said first message. 

6. (ONCE AMENDED) The method of claim 5 further comprising: 
obtaining said first message at said second computer; 
generating a time stamp and a digital signature representing, said 

digital time stamp, and said one way hash function in said first message; and 
storing said user information, said information identifying said 
data, said one way hasn function, said one way time stamp and said digital 
signature. 

7. (UNCHANGED) The method of claim 6 wherein said second 
message further comprises: 

said time s :amp, said information identifying said data, and said 
digital signature in said second message. 

8. (ONCE AMENDED) The method of claim 3 further comprising: 
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provn 



I 

din 



comprising: 



g access to said encoded data by performing steps 



generating a third message at said first computer system, said third 



message comprising information corresponding to said encoded data, and 
transmitting said third message to said second computer system; 

receivr ig said third message at said second computer system, and 
using said information in said third message to retrieve a record corresponding 
to said encoded data, said record comprising a decode key for decoding said 
encoded data; 

generating a fourth message comprising said decode key, and 
transmitting said fourth message to said first computer system; 

receiving said fourth message at said first computer system, 
wherein said decode Key in said fourth message are utilized to decode said 
encoded data. 

9. (ONCE AMENDED) The method of claim 8 further comprising: 

accessing said encoded data and decoding said encoded data using 
said decode key. 



10. (ONCE AMENDED) The method of claim 8 wherein said third 
message further comprises: 

said inform- ition identifying said encoded data, said user 
information, and said digital signature. 
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11. (O^fCE AMENDED) The method of claim 10 further comprising: 
receiving said third message at said second computer system; 
accessing said corresponding record; and 

verifying said digital signature therein with said received digital 

signature. 

12. (ONC^ AMENDED) The method of claim 11 further comprising: 
upon proper verification, generating a fourth message comprising 

information identifying said encoded data file and said decode key, and 
transmitting said fourth message to said first computer. 

13. (ONCE ^MENDED) The method of claim 12 further comprising: 
receiving said fourth message at the first computer; 
accessing said encoded data; 

and using said decode key in said fourth message to decode said 
encoded data. 

14. (ONCE AMENDED) The method of claim 1 1 further comprising: 
upon succes iful verification, generating a data retrieval time stamp 

and storing said data retrieval time stamp. 



15. (ONCE AMENDED) The method of claim 14 further comprising: 
upon unsuccessful verification, generating an attempted data 
retrieval time stamp and storing said attempted data retrieval time stamp. 
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16. (ONCE AMENDED) In a network system, a method of providing 
access to encoded data, comprising: 

generating a first message at a first computer system, said first 
message comprising information corresponding to said encoded data, and 
transmitting said first message to a second computer system; 

receivingjsaid first message at said second computer system, and 
using said information In said first message to retrieve a record corresponding to 
said encoded data, said record comprising a decode key for decoding said 
encoded data; 

generating a second message comprising said decode key, and 
transmitting said second message to said first computer system; 

receiving said second message at said first computer system, 
wherein said decode key in said second message are utilized to decode said 
encoded data. 



17. (UNCHANGED) The method of claim 16 further comprising; 
accessing sSjid encoded data and decoding said encoded data using 

said decode key. 

18. (UNCHANGED) The method of claim 16 wherein said first 



computer system comprise 



s at least one client computer system and said second 



computer system comprises at least one server computer system. 



19. (UNCHANGED) A system for securing access to data, comprising: 
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a first computer system interconnected to a second computer system via a 
communication link, wherein said first and said second computer systems are 
configured to perform steps comprising: 

generating W first message at said first computer system, said first message 
comprising information corresponding to said data, and transmitting said first 
message to said second computer system; 

receiving said first message at said second computer system, and 
generating a key pair comprising an encode key and a decode key for encoding 
and decoding of said data; 

storing said decode key in a record; 
generating a second message comprising said encode key, and 
transmitting said second message to said first computer system; and 

receiving said Second message at said first computer system, wherein said 
encode key in said seqond message can be used to encode said data to secure 
access to said data. 

20. (UNCHANGED) The system of claim 19, wherein said first 
computer is further configured to use said encode key to encode said data, and 
store said encoded data. 



21. (UNCHANGED) The system of claim 19, wherein said first and 
said second computer syltems are further configured for providing access to 
encoded data by performing steps comprising: 
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generating a third message at said first computer system, said third 
message including infor nation corresponding to said encoded data, and 
transmitting said third message to second computer system; 

receiving said third message at said second computer system, and 
using said information in said third message to retrieve a record corresponding 
to said encoded data, said Record including a decode key for decoding said 
encoded data; 

generating a fourth message comprising said decode key, and 
transmitting said fourth message to said first computer system; 

receiving said nourth message at said first computer system, 
wherein said decode key in said fourth message can be utilized to decode said 
encoded data. 

22. (UNCHANGED) The system of claim 21, wherein said first 
computer is further configured to access said encode data and use said decode 
key to decode said encoded data. 



23. (NEW) In a computer system, a method for providing secure real 
time storage and retrieval of file data comprising: 

obtaining a secure save command from a user operating a screen element 
of a first computer system; 

executing said secure save jcommand to securely save file data at said first 
computer system, said executing [comprising: 
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generating a first message at said first computer system, said first message 
comprising information corresponding to said file data, and transmitting said 
first message to a second computer system; 

receiving said first message at said second computer system and 
generating a key pair comprising an encode key and a decode key for encoding 
and decoding of said file data; 

generating a second message comprising said encode key and 
transmitting said second message to said first computer system; and 

receiving said second nessage at said first computer system, wherein said 
encode key in said second message is used to encode said file data. 



24. (NEW) The 
is performed by a componen 
buttons on a user tool bar on 



met{hod of claim 23 wherein said secure save command 
of a graphical user interface presenting command 
said first computer system. 



25. (NEW) The method of claim 23 wherein registration functions are 
performed on said second computer system while said first computer system 
and said second computer s) stems maintain a secure link to each other. 



26. (NEW) The 
are performed on said second 
and said second computer s) 



melthod of claim 25 wherein authentication functions 
computer system while said first computer system 
stems maintain a secure link to each other. 



27. (NEW) The method of claim 25 wherein said secure link utilizes 
cryptographic protocols. 
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28. (NEVW A method of providing secure real time storage and retrieval 
of data comprising! 

maintaining k secure link between a first computer system and a second 
computer system wMle performing registration functions on said second 
computer; 

maintaining sai& secure link between said first computer system and said 
second computer system while performing authentication functions on said 
second computer system, wherein said authentication comprises obtaining an 
identity for said first computer system; 

obtaining a secure save command from a user, wherein said secure save 
command is embedded into a graphical user interface of said first computer 
system and said user of said secure save command of said graphical user 
interface initiates a process! comprising the steps of: 

generating a first message at said first computer system, said first message 
comprising information corresponding to said file data and said id-entity, and 
transmitting said first message to said second computer system; 

receiving said first message at said second computer system and 
generating an encode key for encoding said file data and generating a decode 
key for decoding said file dat^ 

generating a second message comprising said encode key, and 
transmitting said second message to said first computer system; 

receiving said second missage at said first computer system, wherein said 
encode key in said second message is utilized to encode said file data, 



Docket No.: 81045.943 \ 36 



Serial 09/579,079 

A 

accessing enc oded file data by generating a third message at said first 
computer system, said third message comprising information corresponding to 
said encoded file da|ta, and transmitting said third message to said second 
computer system; 

receiving said Vhird message at said second computer system, and using 
said information in said third message to retrieve a record corresponding to said 
encoded data, said record comprising a decode key for decoding said encoded 
data; 

generating a fourth message comprising said decode key and said 



encoded file data, and transmitting said fourth message to said first computer 
system; I 

receiving said fourth message at said first computer system, and using 
said decode key in said fourth message to decode said encoded file data. 



29. (NEW) The method of claim 28, wherein said step of generating 
said first message further comprises: 

generating a one way hash function of said file data; and 

placing said hash function, information identifying said file data, and user 

information for a user of said file data at said first computer system in said first 

message. 

30. (NEW) The meihod of claim 29, further comprising: 
obtaining said first message at said second computer; 
generating a time stair p, and a digital signature representing said digital 

time stamp, and said hash function in said first message; and 
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storing said 
function, said time 



user information, said information identifying said data, hash 
stamp and said digital signature in a database record. 



31. (NEW) The method of claim 30 wherein said second message 
rther comprises: I 

said time stataip, said information identifying said file data, and said 
digital signature in said second message. 

32. (NEW)lThe method of claim 28 wherein said encoded file data may 
be stored at a third computer system. 
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